	Initiative
	Description
	Event
	contact
	Date
	Support required

	London Cyber Resilience Centre
	National Cyber Resilience Centre and Group Resilience Centres. Police, Private Sector and academia in a not-for-profit partnership strengthening our national cyber resilience across SMEs and the supply chain.
	
	https://nationalcrcgroup.co.uk/about-us/

https://www.londoncrc.co.uk/

enquiries@nationalcrcgroup.co.uk
	Planning mid-Aug onwards,  launch mid-Sept
	Awareness, guidance and support for micro-businesses

	Clear Community Web
	Volunteers/support to help Clear Community Web with programmes to help the  elderly the use IT (including smart phones) to keep in touch with relatives and access public services, including NHS.

	Programmes in North Croydon and South Lambeth
	Clear Community Web
	Some already operational, others planned
	Help with bid preparation,  planning and monitoring as well as with hands-on, physical events

	Norwood Cyber Community Safety Partnership
	Pilot to join CRC services, via SNTs and Neighbourhood Watch, to  national programmes for on-line safety, safeguarding and victim support (abuse, fraud, VAGW etc.) across law enforcement, education, health and wellbeing boundaries. .

	Planning event and reviews of draft materials Sept/Oct
	philip virgo virgo.philip@outlook.com
	From mid-August  on
	Help with reviewing guidance materials/ websites for easy access via community groups

	Dragons Dens

to help test proposals for guidance and support on audiences representative of different communities, including
	· Accurate, authoritative, usable and evolving guidance for use by Local Neighbourhood Watch, Safer Neighbourhood Partnership and Business Improvement District participants on evolving incident notification, crime reporting and intelligence sharing processes, how to use them, and what to expect.  See appendix 1 for a partial summary of current sources.
· Guidance including for different target audiences (age, culture, sector etc.) on Cyber Security, Counter-Fraud, On-line safety and Safeguarding. See appendix 2 for a partial summary.
· Local Victim Support and Crime Prevention services, e.g. for Cyber Alarm, London CRC etc.
Joining Youth Outreach, work experience and welfare to work programmes to cyber talent acquisition and technical/professional career development programmes: See Appendices 3 & 4
	Pilot events
October onwards
	philip virgo <virgo.philip@outlook.com>
	Planning from Septemberonwards
	Help with assembling  reviewers from target audiences.
Help with identifying & shortlisting proposals for review

	
	
	
	
	
	



What is different about this inter-linked set of programmes,  linked to ISC first cannon: protect society?  
The intentions are to: 

1) mix and match ideas from existing, authoritative, reputable and proven programmes, using volunteers with relevant professional experience who are not bound by the organisational constraints or priorities that have prevented others from crossing silo boundaries - but who understand the reasons for those constraints and/or priorities. 

2) build on and join up existing programmes for awareness, child protection, education, health, wellbeing and abuse, crime and violence reduction, using the processes that can be endorsed by the national partners and publicised for replication elsewhere. We also intend to link these to programmes to attract and develop talent for careers in cybersecurity at all levels. 

3) join-up support and guidance for those who are trusted, when and where they need it most - e.g. via caring for carers programmes. That requires pre-vetted volunteers who understand how to organise, protect and monitor secure sharing in line with evolving good practice, in the interest of the individual not the organisation. 

4) find ethical, legal and effective ways of organising cross boundary co-operation to address supposed show-stoppers (e.g. GDPR) by using professionally experienced volunteers and part-time secondees to work with those in central and local government, health wellbeing and law enforcement, as well as local charities and voluntary groups. Effective includes being attractive to the target audience and promoted via channels that will reach them.  Most programmes of workshops to help the elderly and vulnerable to safely access on-line services have a simple ban on the use of volunteers aged under 18 on safeguarding grounds. Therefore we aim to: 

5) use programmes to provide structured, supervised and monitored work experience for teenagers  and draw them into considering careers in cyber, security, law enforcement, community support etc. That will require adult volunteers (vetted as necessary) with the professional experience and skills to provide supervision and monitoring within processes agreed with relevant national regulators. Hence the importance of support from, for example Home Office to apply in London what has been learnt in the Plymouth Prevent pilot.

6) focus on early intervention.  As much as 80% of community policing resource is taken up with problems related to mental health and/or drug abuse, often exacerbated by social media. Meanwhile many of those with “extreme talent”, sought by employers are often similarly vulnerable and paranoid. Early intervention and support involving faith and youth groups, teachers, welfare workers and clinical professionals, as well as law enforcement, will entail trusted and trustworthy information sharing between those who trust neither technology nor those they have never met. 

Target supporters and participants (some already confirmed in support) 

National and International:  Home Office (including Neighbourhood Watch and PREVENT), DCMS (including Cybersecurity Skills programmes) , DfE , ICO, NCSC, NPCC, National Grid for Learning, Comptia, ISACA, ISC2, WCIT. Careers Guidance, Youth Programme and Welfare to Work providers (e.g. Founders4Schools, Prince’s Trust, PTG, Reed in Partnership). Cybersecurity employers and training providers in easy travelling of West Norwood and/or willing to support outreach facilities 

Regional: GLA, Metropolitan Police, City of London Police, London Cyber Resilience Centre, NHS (SELCCG), Lambeth Safer Neighbourhood Board (as umbrella and link with the Council, Police, Emergency Services, Health and Wellbeing), Lambeth Wellbeing and Lambeth Made Safer.     

Local: Norwood Community Safety Partnership, Norwood Consortium, Station to Station  Hills Brook and Dale PEG, Thurlow Park/West Dulwich SNP, Northwood Practice PPG, Clear Community Web. The Well Centre ,   Primary and Secondary Schools, Community, Faith and Youth Groups.    



